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Introduction: A Very Vulnerable Landscape
More than 1 billion records were compromised in data breaches in 2014 speaking to the
ongoing problems organizations face in managing information security risk. In particular,
security vulnerabilities that go unaddressed remain one of the most common root causes
of data breaches today. Despite the best detection technology and improved intelligence
sharing among industries, hackers continue to take advantage of weaknesses across the
IT environment. This is hardly a surprise when looking at just the financial services
industry, unquestionably the most targeted by cybercrime, and the average time it takes
to remediate a vulnerability: 176 days.
When it comes to the effectiveness of traditional vulnerability risk management
programs, the challenges are often rooted in the process itself. Simply put, there are
many manual steps (and often missteps), and given the labor-intensive list of to dos,
many organizations have resorted to vulnerability risk management merely as a means to
help document system compliance with industry or government regulations.
Many other challenges exist that are crippling organizations from making the move from
vulnerability detection to remediation faster. Perhaps most notable, IT teams are
overwhelmed with data and lack context to efficiently prioritize the most critical threats.
Vulnerabilities are ranked according to the industry standard CVSS base score, but this
alone does not reflect true risk. It fails to factor in additional context such as the business
impact of a breach on the asset data, the exploitability of the vulnerability through publicly
available exploits, the presence of active malware using the detected vulnerability, or the
popularity of the vulnerability in social media. Improving prioritization of vulnerability risk
can potentially serve to reduce the time to remediation.
This report will explore the current state of vulnerability risk management across multiple
industries with real-world insight on security vulnerabilities per asset, most vulnerable
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platforms, and average remediation time of critical threats. In addition, the relationship
between social media and security vulnerabilities will be examined to demonstrate the
impact of additional context in improving prioritization.
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Security Vulnerabilities by Industry
Organizations are overwhelmed with the number of security vulnerabilities across the IT
infrastructure. In 2014, 22 new vulnerabilities per day were identified. When that is
multiplied by the servers, applications, and endpoints across the IT environment, the total
number of security vulnerabilities is overwhelming. In this section, we will take a look at
the total number of vulnerabilities per asset by industry as well as the most vulnerable
platforms.
Vulnerabilities Per Asset by Industry
SaaS providers have the highest number of vulnerabilities per asset with 18 vulnerabilities
on average. This is an interesting finding as they are also the industry with the best
remediation track record with over 90% of vulnerabilities remediated in under 30 days.
The financial services industry has the second highest count of vulnerabilities per asset
with 6 vulnerabilities on average, followed by healthcare and education.
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Top Vendors by Vulnerability Count and Industry
The following charts show the top vendors with the most vulnerabilities associated with
them by industry. While it is no surprise that Microsoft is the top vendor by vulnerability
count in every industry due to its wide global deployment, there still remains some
variation in the vendors with the most vulnerabilities by industry.
Microsoft is the top platform for most vulnerabilities in the financial sector due to its wide
use for both workstations and servers. Corporate applications such as Oracle, Sun Java,
and Adobe PDF readers dominate the most vulnerable applications.

Across the healthcare, education and cloud/IT sectors, open source technologies,
especially on the server side, are among the most vulnerable platforms and reflected in
vulnerability distribution.
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Remediation Trends: A Cross-Industry Perspective
Most organizations have mastered the art of vulnerability assessment. They scan their IT
environment at regular intervals to identify areas of risk. Yet, the sheer volume of data
generated from regular scans is overwhelming for even the most mature IT and security
operations teams. The practice of then having to validate and prioritize vulnerabilities only
further adds time to an already difficult remediation process and further extends the
window of opportunity for hackers.
Looking across various sectors, NopSec found that the average time to remediation
differs greatly by industry. Remediation in this case is defined only according to the
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lifecycle of when a ticket is opened to the time it is closed. The true time to remediation
may be much longer when considering the tasks involved from detection of the actual
vulnerability to the time it is placed in the actual remediation lifecycle.
Average Remediation Time by Industry
The financial services and education sector had the highest average time to remediation
at 176 days, followed by healthcare at 97 days. When faced with the average time it takes
a hacker to build a successful exploit at seven days, and the case of zero-day exploits,
this chart indicates that remediation efforts are clearly lagging far behind exploit time.
When looking deeper into the average time tickets remain open, our analysis revealed
that across industries, organizations are taking one to six months to close the loop on
remediation. Most alarming was the financial industry with over 30% of vulnerabilities
taking more than a year to fix from the time they were detected. SaaS providers had the
best remediation track record with over 90% of identified vulnerabilities fixed in under 30
days.
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Remediation Time by Attack Vendor
When looking at vulnerabilities across the network and applications, our analysis revealed
that web-based vulnerabilities are remediated with far greater priority than network
vulnerabilities. On average, web vulnerabilities are remediated within 20 days compared
to 182 days for external facing network hosts.

The Social Media Effect
There are many factors to consider in determining the true risk of a vulnerability. Some
mature IT organizations correlate cyber intelligence, such as malware feeds, with the
CVSS score as part of the prioritization process. However, one source that is often
overlooked is social media. In fact, when looking at the exposure a vulnerability has
across social channels, there is a direct relationship between social media mentions and
security risk.
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Number of Tweets per Vulnerability by Exploitation Status
NopSec’s research indicates a direct correlation between the number of tweets per
vulnerability and the level of risk, specifically if the vulnerability has been used in a
targeted malware campaign or is known to have a publicly available exploit. On average,
vulnerabilities targeted by malware have 115 mentions on Twitter, and a vulnerability with
a known exploit is three times more likely to be mentioned on social media than one that
does not.

Tweets by Risk Score
The CVSS score is not a complete expression of a vulnerability’s exploitability and threat
risk. In fact, the number of tweets per vulnerability is not directly correlated with its CVSS
score. However, when NopSec’s technical risk score was applied, which accounts for the
CVSS score as well as exploit, malware, and other cyber threat feeds, a clear pattern is
revealed. The distribution of critical vulnerabilities, such as Heartbleed and Shellshock,
which had high NopSec technical risk scores also were mentioned far more frequently on
social media.
Number of Tweets by Vulnerability Severity Rating
The severity rating of a vulnerability is also correlated with the number of social media
mentions. Vulnerabilities deemed critical based on NopSec’s technical risk score had 748
tweets on average compared to just 89 for those given a high severity rating.
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Conclusion
It is widely recognized that the CVSS score is not a sufficient metric alone to get a true
view of risk an organization is facing due to security vulnerabilities. While it serves as a
basis to begin the process of prioritization, there are many other factors that need to be
considered in order to establish a true technical risk score. With contextual insight,
organizations can assess the vulnerabilities that pose the most risk and greatly reduce
the manual assessment that goes into prioritizing threats. For example, a vulnerability
ranked critical based on just a CVSS score alone may only pose a medium risk to an
organization when looking at additional sources such as:
1. The exploitability or value of the asset
2. The business impact of a compromise for a certain vulnerability
3. Correlation between the vulnerability and the availability of public exploits
4. Actual threats, targeted attacks and malware actively using the detected
vulnerabilities (specifically in relation to Exploit Kits)
5. Popularity of a vulnerability in social media (this is explored in more detail in the
analysis above)
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Today, prioritization is still very much a time-intensive, manual assessment process
conducted by security analysts. When thinking about the resources involved with
prioritizing threats, the actual time to remediation is much longer. While NopSec’s
research reveals it takes a financial services organization an average of 176 days to
remediate a vulnerability, for example, this is only accounting for the open-close ticketing
workflow. There is lag time between when a scan is run and a ticket is actually opened,
and depending on an organization’s process, this could add days, weeks, and even
months to the remediation process.
Contextual insight is the first step to improving the remediation process as it helps
organizations narrow down the results of vulnerability scanning to focus on the most
critical threats. Security tools that can prioritize threat prediction offer many benefits to
organizations struggling with what to do next after detecting the multitude of security
vulnerabilities across the IT environment. If organizations know what to focus on, the
window of exposure and risk of a data breach is greatly reduced.
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About NopSec Labs
The research contained in this report was conducted by NopSec Labs. All NopSec data
presented in this report is compared with the population data from National Vulnerability
Database, where relevant.
NopSec Labs is a leading research and data science practice focused on analyzing
malware, exploit, vulnerability and other cyber threat risk patterns. Our team of data
scientists apply that knowledge to help organizations forecast the probability of a data
breach and improve prioritization, remediation and reporting of critical vulnerabilities.
Customers of NopSec’s Unified VRM platform are provided with a variety of reports
specific to their organization and similar to the data contained within this report. For
more information, visit www.nopsec.com or email info@nopsec.com.

About NopSec’s Technical Risk Score
NopSec’s vulnerability technical risk is a proprietary method used to evaluate the priority
of a security vulnerability in terms of risk remedial actions.
The base for the technical risk score used is the CVSS base score, as calculated in the
National Vulnerability Database. The base score is then augmented with additional
information feeds and intelligence such as:
● Public availability of vulnerability exploits
● Correlation of vulnerabilities to malware targeting those vulnerabilities in the wild
● Importance and business impact of the asset affected by the vulnerabilities
● Social media impact of vulnerabilities as they affect public opinion and
conversations
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The resulting technical risk score helps organizations improve prioritization and
remediation decisions to close the window of vulnerability

Find out how NopSec’s Unified VRM can help you think like a hacker and stay ahead of
the trends. Visit w
 ww.nopsec.com or email h
 ello@nopsec.com for additional
information or to request a demo.

About NopSec
NopSec operates with one mission: to help people make better decisions to reduce
security risks. Our team is passionate about building technology to help customers
simplify their work, manage security vulnerability risks effectively, and empower them to
make more informed decisions. Our software-as-a-service approach to vulnerability risk
management offers an intelligent solution to dramatically reduce the turnaround time
between identification of critical vulnerabilities and remediation.

NopSec helps security professionals simplify their work, effectively manage and prioritize vulnerabilities, and make better
informed decisions.
NopSec’s Unified VRM is an innovative threat and vulnerability management solution that addresses the need for better
prioritization and remediation of security vulnerabilities in a single platform.

NopSec Inc. • www.nopsec.com • i nfo@nopsec.com
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